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1 Registration and Login

1.1 Registration

Step 1 Visit www.en.vnnox.com and click Sign Up at the top right of the page.
Step 2 Select a server node and click OK.

Step 3 Fill in your account information and click Next.

Figure 1-1 Account information

‘ Fill in Account Information Complete Enterprise Information Done

Ussr Name
Referral Code  cotest
Password 4123458

Confirm Password

Authentication (switch to email verification)

Phone 00236

Image Werification Cods T

Werification Codle

I have read and agree to the WHNOX Service Terms and Privacy
Policy.

Alreacy have an account? Click hers to log in

Step 4 Complete your enterprise information.

Step 5 Click Submit.

After successful registration, you will have all the permissions of VNNOX and can manage all the resources.

1.2 Login

Step 1 Visit www.en.vnnox.com and click Log In at the upper right of the page.
Step 2 Select a server node and click OK.
Step 3 Enter your account name and password.
Step 4 Click Log In to access the homepage of the cloud platform.
If email verification or SMS verification is enabled, email verification or SMS verification will be required when

you log in to VNNOX. If you have not bound to an email or phone, you will be required to bind to an email or

phone when you log in to VNNOX.
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Figure 1-2 Homepage of the cloud platform

UNNOX  systern msnsgerment

Step 5 Atthe top left, click::: and select an application to access its homepage.

When you access VNNOX Standard, VNNOX AD, or iCare for the first time, a prompt reminding you to set the
default system is displayed. After the default system is set, you will access the system you set by default when

you click Log In next time.
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2 Basic Info
2.1 Personal Settings

Application Scenarios

View or update the account information of the current user.

Operating Procedure

Step 1 From the navigation bar on the left, choose Basic Info > Personal Settings.

Step 2 Set your personal information.

Figure 2-1 Personal settings

Personal Settings

| Basic Info

3 User Name: shengnanzhang
Name: - 2

Referral Code: - 2

| Account Security

Email t. After an er @ Not bound | Bind
ing notific
Phone our nt @ Bound = Modify (186™"2913)
It or
Login rity. you are @ Set | Modify
Password st co
Login ot n ol @ Not enabled | Modify
Protection GC C

| Default System
Setting a default system allows you to directly access the system after login.

VNNOX Standard VNNOX AD

Table 2-1 Personal settings

Tab Name Description

Basic Info Set the user name and the referral code.
The referral code is the code of the salesperson of NovaStar. This code is displayed
only after a registered user (system administrator) logs in to VNNOX. It can be

edited only when its value is empty.

Account Security Change the email address, phone number, and login password of the current

account, and set login protection.
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Tab Name Description

® A verification code is required when you change the email address or phone

number.

® |f you select email verification or phone verification in login protection, you will be
required to verify your email or phone. After the settings are done, email

verification or SMS verification will be required when you log in to VNNOX.

Default System Set the default login system.

Options include the applications which the current user has permission to access.

2.2 Player Authentication

Application Scenarios

Provide authentication information for terminal players to access VNNOX Standard/AD and iCare.
Related Information

Upon successful registration, VNNOX automatically generates the default authentication information.

Operating Procedure

Step 1 From the navigation bar on the left, choose Basic Info > Player Authentication.

Step 2 View the player authentication information, including VNNOX Standard/AD authentication information and
iCare authentication information.

Figure 2-2 Player authentication

Player Authentication

| Authentication Information

[name) Starkard/AD Authertication Information [ cor | iCare Authertication Information

Step 3 Click Copy to copy the authentication information and paste it to the target location.

2.3 Enterprise Info

Application Scenarios

View or update the enterprise information of the current user.

Operating Procedure

Step 1 From the navigation bar on the left, choose Basic Info > Enterprise Info.

Step 2 Set your enterprise name and select an industry.
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Figure 2-3 Enterprise information

Enterprise Info

| Basic Info

Enterprise MName

Industry

Health care

Step 3 After the settings, click Save.
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3 Organization Structure

Users are the people who access the VNNOX system.

®  Functionality permissions: Assigning one or more roles to a user can limit the user to the corresponding

permissions of the assigned role(s).

®  Data permissions: Specifying a workgroup for a user allows the user to modify and delete the data in the
workgroup and its sub-workgroups only, and only to view and use the data shared from other

workgroups.

The relationship between permissions, roles, users, and workgroups is shown in Figure 3-1.

Figure 3-1 Permission management

S N
[ Permission2 ——=—— Role > -
\ }// Permissions P Assign a Role Assign a workgroup

User Workgroup

| Permission N |

3.1 Users

Related Information

Users are the people who access the VNNOX system.
®  Aregistered user of VNNOX has access to all the permissions and can create multiple sub-users.

®  The default role of a registered user of VNNOX is the system administrator and cannot be changed.

Operating Procedure
Step 1 From the navigation bar on the left, choose Organization > Users.

View the user list. You can view the users (except yourself) in your workgroup and the sub-workgroups.

Figure 3-2 User list

Users
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Step 2 Create a user.
1. Click New.

2. Enter a user name and specify a workgroup and role for the user.

Figure 3-3 Basic info
Create Lser X

Uszer Name Mame

Warkgroup *

Role

Password ®
(@) Automatically generated C

Custom Password
Login Protection®
(®) Disable
Enable phone verification

Ermail verification

Cancsl

3. After the settings, click OK.

The user name and password are copied automatically. If you want to copy them again, click Copy.

Figure 3-4 User name and password

News successful X

The user name and password have been
automnatically copied to the system clipboard.
Pleaze save it in time. After the pop-up window is
closed, it cannot be obtained again

Uszer MName: Shaanxi
Copy

Password: Sha@1234

Step 3 Modify user properties.

1. Inthe user list, click Edit in the Action column.
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Figure 3-5 User properties

Edit User

Usear Name MName

Status *
(®) Enable
Disable
Login Protection ™
(®) Disable
Enable phone verification

Email verifization

Cancesl

Table 3-1 User properties

Tab Name Description
Basic Info View and change the user name.
Status ® |f the user is enabled, the user can log in to and use VNNOX normally.

® |f the user is disabled, the user cannot log in to VNNOX.

Login Protection | After you enable email verification or phone verification, email verification or phone
verification will be required when you log in to VNNOX.

After login protection is enabled, if no email/phone is bound, the page of email/phone
binding will be displayed directly when you log in to VNNOX for the first time.

2. After the editing is done, click Save.

Step 4 Change workgroups or roles.
1. From the user list, select one or more users.
Figure 3-6 User management

Users

B s Statu: Ernail Fhans Wiorkgroup Rels Last Login
]

2. Click Change workgroup or Change Role.
- A user belongs to only one workgroup.
- One or more roles can be assigned to a user.

3. After the editing is done, click Save.
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3.2 Roles

Related Information

Roles are groupings of permissions.
®  The system administrator is the default role of the system and has access to all the permissions.

®  Other roles have the assigned permissions only.

Application Scenarios

Assign roles to users to limit the users to the corresponding permissions of the assigned roles.

Operating Procedure
Step 1 From the navigation bar on the left, choose Organization > Roles.

Users with permission to view roles can view all the roles.

Step 2 Create a role.
1. Click New.
2. Enter a role name and description.
3. Edit permissions. Select or deselect the permissions.

4. After the settings, click Save.

Figure 3-7 Creating a role

Step 3 Associate users with the role.
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1. Inthe user list, click Associate User in the Action column.

Figure 3-8 Associate users

Aszsociate User

B items Select users to associate 1 item Aszsociated
shanxi zhaohu

xianyang

kejierlu

shuocheng

shuochengBt

test2313

CﬂnCe' m

2. Select the users to be associated with and then click

3. Click OK.
3.3 Workgroups

Application Scenarios

Resources are managed by groups to enable data isolation. Resources include players, media, solutions,

playlists, etc.
®  Distribute resources to different workgroups to manage resources by groups.
®  Specifying a workgroup for a user allows the user to modify and delete the data in the workgroup and its

sub-workgroups only, and only to view and use the data shared from other workgroups.

Related Information
®  After successful registration, a public workgroup and system workgroup are created automatically. The
system administrator (registered user) belongs to the system workgroup by default.

®  Below are the permissions to access the data in different workgroups, as shown in Figure 3-9 and Figure
3-10.

- The system administrator can transfer the data of any workgroup to the public workgroup.
- Only the system administrator can modify and delete the data in the public workgroup and sub-users

can only view and use the data.
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- A user can modify and delete the data in the workgroup the user belongs to and its sub-workgroups,
as well as can share the data with other sub-workgroups.

- The data shared from other workgroups can only be viewed and used.

Figure 3-9 Data operation permission—system administrator

System administrator ——> ;

Workgroup A Workgroup B

Workgroup a1 Workgroup a2 Workgroup b1 Workgroup b2

Figure 3-10 Data operation permission—sub-workgroup user

Sub-workgroup user

v
2

Workgroup A

System workgroup Public workgroup

Workgroup B

Workgroup al Workgroup a2 Workgroup b1 Workgroup b2

Operating Procedure

Currently logged in user: system administrator

»

Non-logged in user

Data that can be viewed, used, modified and
deleted by the currently logged in user

Data that can be only viewed and used by the
currently logged in user

Data that the currently logged in user Is not
allowed to view, use, modify and delete

Currently logged in user: Sub-workgroup user

»

Non-logged in user

Data that can be viewed, used, modified and
deleted by the currently logged in user

Data that can be only viewed and used by the
currently logged in user

Data that the currently logged in user Is not
allowed to view, use, modify and delete

Step 1 From the navigation bar on the left, choose Organization > Workgroups.

Step 2 View the workgroup tree, or view a workgroup by searching its name.

You can view the users and players associated with the workgroups.

Figure 3-11 Workgroup management

Workgroups

Step 3 Create a sub-workgroup.

1. Click a workgroup name and click +,

2. Enter a name for the workgroup and then click OK.

www.novastar.tech
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Figure 3-12 Creating a sub-workgroup

Workgroups

| Sichusn

Step 4 Change workgroups.

Change workgroups for users and players.
1. Inthe user or player list of a workgroup, click Change Workgroup in the Action column.
2. Select a workgroup and click OK.

You can select the current workgroup and its sub-workgroups only.

Figure 3-13 Changing workgroups

| Sichuan

User(?)
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Specify applications you want to enable, including VNNOX Standard, VNNOX AD and iCare.

Operating Procedure

Step 1 From the navigation bar on the left, choose System Settings > Application Configuration.

Figure 4-1 Application configuration

Application Configuration

| Application Gonfiguration

Select Applications to enable

- C ‘\ \J
'."
/
WHNOX Standard WRNGX AD
Universal content publishing Friendly design for
and terminal management, advertizers' habits, flexible
complete functionality and role and permission

Step 2 Select or deselect application names.

(\v

iCare

Allround sereen monitaring
and timely smail
notifications, remots real-

®  The Default System module in Basic Info > Personal Settings only includes system management and

the enabled applications.

®  When creating a role, you need to configure the system permissions and permissions of the enabled

applications.

®  Deselecting an application will clear all its permissions assigned to roles.

Step 3 After the settings, click Save.

4.2 Custom Domain Name

Application Scenarios

Customize VNNOX by setting the URL, name, copyright, logo, etc.

www.novastar.tech
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Before customizing a domain name, please ensure that you own the domain name and have the domain

name successfully filed in the Ministry of Industry and Information Technology of the People’s Republic of

China.

Alibaba Cloud filing service: https://beian.aliyun.com

Below is the procedure to customize a domain name in GoDaddy.

Step 1 Visit the website of your domain name provider, sign in to your account and enter the domain name
management control (or control panel, user center, etc.).

Let's take GoDaddy as an example : httpsy//www.godaddy.com

Help L Sign Inw

GoDaddy Blog e
AN

*F
\

%

¥ GoDaddy

Signin

Usemame or Custamer # Iorgot.

Password IHorgot

Lo o)

Den't have an account?

Croate an account

P
2

Step 2 Click the domain name to access the configuration page.

Domains

Crganizy
{3 All Domains (1)

v Domain Ham

K— Click the domain name you are going to use.

e

Step 3 Add a parsing record and save the configuration.

®  Record type: CNAME

L] Host: @

®  The record value is based on your node.

- China: cname-cn.vnnox.com

- US: cname-us.vnnox.com

- Japan: cname-jp.vnnox.com

- Europe: cname-eu.vnnox.com

- India: cname-in.vnnox.com

- Australia: cname-au.vnnox.com

www.novastar.tech
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=
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If you want to use the second-level domain name of the current domain name, fill the second-level domain

name in the Host field.

5 All Domains »demo.com

demo.com ~
Status: Active | Created: 1/27/2016 | Expires: 1/27/2019

@ Renew - & Upgrade $ Buy & Sell | -
|/—_)\|
Settings DNS Zone File Contacts N/
ZoneFile®

Last updated 11/8/2016 2:47:12 AM MST

" Add Record

B Bulk Actions v @

Operating Procedure

Step 1
Step 2
Step 3

Step 4
information.

Add Zone Record

LIGHTKINGCARE.COM

Record type: * View current
CNAME (Alias)
Host: * (O

WWW . VIINOX . COM

Points to: * ()

@

TTL: * @

1 Hour

Add Another ancel

From the navigation bar on the left, choose System Settings > Custom Domain Name.
In the Style area, select a theme for the navigation bar and set an enterprise logo.
Select Custom System and set a domain name, system name, and copyright information.

Click Advanced, choose to show or hide the registration entry, and set a browser tab icon and contact

If Registration Entry is selected, the registration entry will be shown after the user logs in to the customized

system, otherwise, it will be hidden.

Figure 4-2 Login and registration

Browser Tab Icon e (ko

Enterprise Logo e

Domain Name

=% 0

One-Stop Cloud Platform

One-Stop Remote Information Publishing

and Device Management

Copyright Information o
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Figure 4-3 Service system

Information on NovaStar
(Help Documentation)

Enterprise Logo KUNNOX vwox s

. Information on NovaStar
(System Messages)

|

Solution 6

i
[

<] i
AN, :E:—o Contact Information
, [~

/
L O

Copyright Information e — A i 0 00120137 M et

Step 5 After the settings, click OK.

After the settings are done, you need to log in to the system with the customized domain name, and then the
customized information will take effect.
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5 Log Management

Step 1 From the navigation bar on the left, choose Log Management > Login Logs.

Figure 5-1 Login logs

Login Logs

Step 2 (Optional) Specify the search criteria including the user name, email address, phone number, and login time.

The search range defaults to the latest 8 days (including the current day). The maximum range can be the
latest 90 days.

Step 3 View the VNNOX login logs.

You can view you and your sub-users' VNNOX login logs.
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No part of this document may be copied, reproduced, extracted or transmitted in any form or by any means
without the prior written consent of Xi'an NovaStar Tech Co., Ltd.

Trademark
NDV@STAR is atrademark of Xi'an NovaStar Tech Co., Ltd.

Statement

Thank you for choosing NovaStar’s product. This document is intended to help you understand and use the
product. For accuracy and reliability, NovaStar may make improvements and/or changes to this document
at any time and without notice. If you experience any problems in use or have any suggestions, please
contact us via the contact information given in this document. We will do our best to solve any issues, as
well as evaluate and implement any suggestions.

Official website
www.novastar.tech

Technical support
support@novastar.tech
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